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2.25  Small Unmanned Aerial Systems (sUAS) 
 
2.25.001 Purpose 
 

This policy is intended to provide personnel who are assigned 
responsibilities associated with the deployment and use of small unmanned 
aircraft systems (sUAS) with instructions on when and how this technology 
and the information it provides may be used for law enforcement and public 
safety purposes in accordance with law. 

 
2.25.002 Definitions 
 

Digital Multimedia Evidence (DME): Digital recording of images, sounds, 
and associated data.   

 
Model Aircraft: A remote-controlled aircraft used by hobbyists that is built, 
produced, manufactured, and operated for the purposes of sport, 
recreation, and/or competition.  

 
Unmanned Aircraft (UA) or Unmanned Aerial Vehicle (UAV): An aircraft 
that is intended to navigate in the air without the possibility of direct human 
intervention from within or on the aircraft. Also alternatively called Remotely 
Piloted Aircraft (RPA), Remotely Operated Vehicle (ROV), or Drone.  

 
Unmanned Aircraft System (UAS): A system that includes the necessary 
equipment, network, and personnel to control an unmanned aircraft. 

 
Small Unmanned Aircraft Systems (sUAS): UAS systems that utilize 
UAVs weighing less than 55 pounds and are consistent with Federal 
Aviation Administration (FAA) regulations governing model aircraft. 

 
UAS Flight Crewmember: A pilot, visual observer, payload operator, or 
other person assigned duties for a UAS for the purpose of flight or  
 exercise. 
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Remote Pilot in Command (Remote PIC): A person exercising control 
over a UA/UAV/UAS during flight. Has final authority and responsibility for 
the operation and safety of sUAS during operation. 

 
Visual Line of Sight (VLOS): Means that any flight crew member is 
capable of seeing the aircraft with vision unaided by any device other than 
corrective lenses in order to know the UA’s location, attitude, altitude, and 
direction of flight, as well as observe the airspace for air traffic or hazards.  

 
Visual Observer (VO): A person acting as a flight crew member who 
assists the Remote PIC by supplementing situational awareness and 
assisting with identification of other air traffic, objects, or hazards.   

 
Certificate of Waiver: FAA grant of approval for a specific flight operation 
which is in deviation from any regulation specified in 14 CFR Part 107 (i.e. 
nighttime operation, operation over people, operation in certain airspace, 
VLOS requirements). 

 
Remote Pilot Certificate: Issued by the Federal Aviation Administration 
(FAA) under 14 CFR Part 107. For first-time pilots, FAA requires passing of 
aeronautical knowledge exam at an FAA approved knowledge testing 
center. Valid for 2 years – certificate holders must pass a recurrent 
knowledge test every 2 years. 

 
National Airspace System (NAS): The common network of U.S. airspace; 
air navigation facilities, equipment, and services; airports or landing areas; 
aeronautical charts, information, and services; related rules, regulations, 
and procedures; technical information; and manpower and material.  

 
Personally Identifiable Information (PII): Information that can be used to 
distinguish or trace an individual’s identity, either alone or when combined 
with other personal or identifying information that is linked or linkable to a 
specific individual. 

 
2.25.003 Use 
 

A. All deployments of sUAS must be specifically authorized the Sheriff 
or his designee. The St. Mary’s County Sheriff’s Office has adopted 
the use of sUAS to provide an aerial visual perspective in responding 
to emergency situations and exigent circumstances, and for the 
following objectives: 

 
1. Tactical Deployment: To support the tactical deployment of 

officers and equipment in emergency situations (e.g., 
incidents involving hostages and barricades, Terrorism, 
support for large-scale tactical operations, and other 
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temporary perimeter security situations following large-scale 
tactical operations). 

 
2. Situational Awareness: To assist decision makers (e.g., 

incident command staff; first responders; city, county, and 
state officials) in understanding the nature, scale, and scope 
of an incident; and for planning and coordinating an effective 
response. 

 
3. Visual Perspective: To provide an aerial visual perspective to 

assist officers in providing direction for crowd control, traffic 
incident management, special circumstances, and temporary 
perimeter security. 

 
4. Scene Documentation: To document a crime scene, accident 

scene, or other major incident scene (e.g., disaster 
management, incident response, large-scale forensic scene 
investigation). 

 
5. Search and Rescue: To assist missing person investigations, 

AMBER Alerts, Silver Alerts, and other search and rescue 
missions. 

 
6. Visual inspection of county owned or leased infrastructure 

(e.g., buildings, communication towers and bridges). 
 

B. Upon request of any Federal, State, local or other agency for sUAS 
support in accordance with objectives outlined in section 2.25.003 
entitled “Use,” subsection A, deployment may be conducted if 
specifically authorized by the Sheriff or his designee.   

 
2.25.004 Procedures 
 

A. The Sheriff’s Office will obtain all applicable authorizations, permits, 
or certificates of waiver required by the Federal Aviation 
Administration (FAA) prior to deploying or operating the sUAS in the 
National Airspace System (NAS), and these authorizations, permits, 
and certificates of waiver shall be maintained and current. 

 
B. The sUAS will be operated only by personnel (pilots and crew 

members) who have been trained and certified in the operation of the 
system.  

 
C. During sUAS operations, at least one (1) Visual Observer (VO) will 

be designated within the flight crew to assist the Remote PIC with 
situational awareness and assist with maintaining VLOS. The 
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Remote PIC and VO must maintain effective communication with 
each other at all times. 

 
D. The sUAS-certified personnel shall inspect and test sUAS equipment 

prior to each deployment to verify the proper functioning of all 
equipment and the airworthiness of the device.  

 
E. The sUAS equipment is the responsibility of individual employees 

certified as pilots and will be used with reasonable care to ensure 
proper functioning. Equipment malfunctions shall be brought to the 
attention of the sUAS supervisor as soon as possible so that an 
appropriate repair can be made, or a replacement unit can be 
procured. 

 
F. The sUAS equipment and all data, images, video, and metadata 

captured, recorded, or otherwise produced by the equipment is the 
sole property of the St. Mary’s County Sheriff’s Office. 

 
G. All flights will be documented on a form or database designed for that 

purpose, and all flight time shall be accurately recorded.  Specific 
checklists for completion prior to each flight will include the Field 
Packing and Pre-Deployment Checklist (SMCSO Form #367A), Pre-
Flight Inspection Checklist (SMCSO Form #367B), and UAV 
Permission Form (SMCSO Form #367C) if applicable.  A designated 
online database will be utilized to log all flights by crew member and 
equipment used (system, battery, propellers, etc). 

 
H. Each flight will also be documented on an incident report and the 

Emergency Communications Center will be notified of the flight. The 
report will include information regarding the reason for the flight; the 
time, date, and location of the flight; the name of the supervisor 
approving the deployment and the staff assigned; and a summary of 
the activities covered, actions taken, and outcomes from the 
deployment. 

 
I. Except for those instances where officer safety or investigative 

integrity could be jeopardized, and where reasonably practical, the 
public will be notified via Nixle and/or the “Code Red” public 
notification system prior to the flight.   

 
J. Minus exigent circumstances, where there are specific and 

articulable grounds to believe that the sUAS will collect evidence of 
criminal wrongdoing in a manner that may intrude upon reasonable 
expectations of privacy and/or collect personally identifiable 
information (PII), the agency will consult with the States Attorney’s 
Office to determine if a search warrant will be obtained prior to 
conducting the flight.  
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2.25.005 Restrictions 
 

A. The sUAS shall be deployed and used only to support official law 
enforcement and public safety missions. 

 
B. The sUAS shall not be operated in an unsafe manner or in violation 

of FAA rules. 
 

C. The sUAS shall not be equipped with weapons of any kind. 
 

D. sUAS recorded data will not be collected, disseminated, or retained 
solely for the purpose of monitoring activities protected by the U.S. 
Constitution, to include First Amendment rights of religion, speech, 
press, assembly, and redress of grievances. 

 
E. Consistent with the St. Mary’s County Sheriff’s Office Unbiased 

Policing Policy (A2.13), the collection, use, dissemination, or 
retention of sUAS recorded data should not be based solely on 
individual characteristics (e.g. race, ethnicity, national origin, sexual 
orientation, gender identity, religion, age, or gender), which is a 
violation of law. 

 
2.25.006 Accident Reporting 
 

A. In addition to the required incident report, any operation of a sUAS 
involving the following will be reported to the FAA by the Remote PIC 
no later than 10 calendar days after the operation: 

 
1. Any operation of a sUAS involving serious injury to any person 

or any loss of consciousness. 
 

2. Damage to any property, other than the sUAS, the value (or 
repair cost) of which exceeds $500. 

 
2.25.007 Digital Multimedia Evidence (DME) Retention and Management 
 

A. All DME shall be handled in accordance with existing policy on data 
and record retention, where applicable, to ensure the privacy 
protection of the citizens of St. Mary’s County as well as maintain 
transparency about sUAS activities. 

 
B. All DME shall be transferred from the sUAS and uploaded to the 

secure system server maintained by the Department of Emergency 
Services and Technology (ES&T) at the completion of each mission.  
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1. The sUAS-certified operators will record information for each 
file that shall include the date, time, location, and case 
reference numbers or other mission identifiers, and identify 
the sUAS personnel involved in mission. 

 
2. Employees shall not edit, alter, erase, duplicate, copy, share, 

or otherwise distribute in any manner sUAS DME without prior 
written authorization and approval of the Sheriff or his 
designee. 

 
3. Access to sUAS DME must be specifically authorized by the 

Sheriff or his designee. The commander of CID or designated 
sUAS supervisor will conduct a review of the stored audit 
records in January and July of each year to ensure there has 
been no unauthorized access. 

 
4. Access to the server is managed by Department of ES&T who 

issues logon IDs and passwords to personnel approved for 
access. 

 
5. Video server access is monitored, and activity is recorded via 

access logs by the video server software.  These logs are 
secured, managed, and maintained by the Department of 
ES&T. 

 
C. Retention of sUAS DME transferred to the secure video server will 

handled in accordance with the following guidelines: 
 

1. General observational DME, training DME, or other DME 
which has no evidentiary value will be uploaded to the video 
server without a retention bookmark. The video server 
automatically erases video not bookmarked for retention after 
one hundred and twenty (120) days. 

 
2. DME of an evidentiary value will be bookmarked for retention 

when uploaded to the video server. Bookmarked DME is 
retained for 545 days. The server will automatically erase 
bookmarked DME on the five hundred and forty-sixth day 
unless a request has been made to extend the retention 
period for a specific incident.  To request an extension of the 
retention period for specific DME, the requestor, with approval 
of their Division Commander, will contact the ES&T liaison 
who will coordinate with the Office of Information and 
Technology to preserve the video on the server. 

 
3. It is the responsibility of the Unmanned Aircraft Pilot to upload 

the DME to the Video Server and properly classify the DME 
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for retention prior to securing for duty on the day the DME is 
captured. 

 
2.25.008 sUAS Supervision 
 

A. The CID Commander will designate personnel as sUAS 
supervisor(s).   

 
B. All sUAS deployments will be managed by an sUAS or other 

supervisor to ensure the deployment is consistent with agency 
policy. 

 
C. The CID Commander or designated sUAS supervisor will audit flight 

documentation and DME recovered during flight operations in 
January and July of each year. The results of the audit will be 
documented via detail report to the Sheriff.  Any changes to the flight 
time counter will be documented. 

 
D. At least every 3 years, The CID Commander or designated sUAS 

supervisor will examine the existing sUAS policies and procedures 
relating to the collection, use, retention, and dissemination of 
information obtained by sUAS, to ensure that privacy, civil rights, and 
civil liberties are protected. 

 
2.25.009 Training 
 

A. Personnel assigned as sUAS pilot must complete an agency 
approved basic training program to ensure proper use and operation 
of the equipment.  In addition to the basic training, sUAS Pilots are 
required to also pass an FAA knowledge test and possess a remote 
pilot certificate (Part 107) before being authorized to pilot the 
equipment outside of a training environment. 

 
B. To ensure continued proficiency with the equipment, program 

participants will be required to participate in a minimum of (8) hours 
of training every 2 months (48 annually). The training will be 
documented using the Blue Team software “Training Attended” 
incident report within ten (10) days of completion. The training will be 
scheduled by the sUAS supervisor or his/her designee, and will 
include: 

 
1. Flight operations to ensure the continued effective use, operation, 

proper calibration and performance of the equipment.  
 

2. Instruction on FAA regulation changes, airspace considerations, 
 

3.  and aeronautical knowledge required under Part 107. 
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4. Collaboration with other agency units including but not limited to 

EST, CINT, and Accident Reconstruction.  
 

5. Collaboration with sUAS units from allied agencies 
 

C. Pilots and crew members, who fail to attend available training, fail 
to respond to call-outs, and/or demonstrate poor performance may 
be placed into a probationary status or removed from the team at 
the discretion of the CID commander and sUAS supervisor.    

 
 
2.25.010 Public Awareness 
 

A. The Agency will keep the public informed about the agency's UAS 
program as well as changes that would significantly affect privacy, 
civil rights, or civil liberties; and 

 
B. Make available to the public, on an annual basis, a general 

summary of the agency's UAS operations during the previous 
calendar year, to include a brief description of types or categories 
of missions flown, and the number of times the agency provided 
assistance to other agencies, or to State, local, tribal, or territorial 
governments. 


