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5.06  Purpose 

 

To establish operating policy guidelines for employees who utilize 
personal web pages or social networking sites/tools. 

 

5.06.001 Policy 

 

It is the policy of the St. Mary’s County Sheriff’s Office that employees 
have a constitutional right to personal web pages, blogging and/or social 
networking sites. As an employee of the SMCSO, the use of good 
judgment, decency and common sense is expected both on and off duty. 

 

Websites such as Facebook allow individuals to express themselves and 
seek communication with other individuals for personal relationships, 
friendships or just pen pal correspondences. Policy is necessary to ensure 
employees use appropriate discretion in their use of references to the 
Sheriff’s Office and not discredit themselves or the Office. 

 

5.06.002 Definitions 

 

A. WEBSITE – Any computerized document, file, or menu accessible 

on the Internet and/or World Wide Web. 

 

B. PERSONAL WEBSITE – Website created or configured by an 

individual for social or entertainment purposes. This includes 

personal pages posted on social networking sites such as 

Myspace, Facebook or Twitter. 

 

C. BLOG - A blog (short for web-log) is a personal online 

journal that is frequently updated and intended for general public 

consumption.  Blogs are defined by their format: a series of entries 

posted to a single page in reverse-chronological order. 
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Blogs generally represent the personality of the author or reflect the 
purpose of the website that hosts the blog.  Topics sometimes 
include brief philosophical musings, commentary on Internet and 
other social issues, and links to other sites the author favors, 
especially those that support or reject a point posted. 

 

D. CHAT ROOM – A website where users can actively email back and 

forth in a group setting. The website may be or may not be 

password-protected. 

  

E. TWITTER - a free social networking and micro-blogging service that 

enables its users to send and read messages known as “tweets”. 

Tweets are text-based posts of up to 140 characters displayed on 

the author's profile page and delivered to the author's subscribers 

who are known as “followers”. 

 

5.06.003 General Information 

 

A. The St. Mary’s County Sheriff’s Office supports employee’s rights 

under the First Amendment to Freedom of Speech.  This includes 

the employee’s right to have or use personal web or social 

networking sites to express themselves and seek communication 

with other individuals for personal relationships, friendship or other 

correspondences. Social networking sites include, but are not 

limited to, sites such as Myspace, Facebook or Twitter. 

 

B. Employees should consider the possible adverse consequences of 

internet posting, such as future employment, cross-examination in 

court proceedings, and public as well as private embarrassment. 

 

C. Employees are encouraged to seek the guidance of supervisors 

regarding any posting that may adversely reflect upon either the 

department, or upon the professionalism or integrity of the 

employee. 

 

5.06.004 Procedures/Rules 

 

A. Employees who have personal web pages or other types of internet 

posting, which can be accessed by the public, should not display 

images or other depictions of agency uniforms, badges, patches, 

marked vehicles or property of any kind, without prior approval. 
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B. Employees who have personal web pages or other types of internet 
postings, which can be accessed by the public, shall not: 

 

1. Post unlawful or civilly libelous material, comments, images, 
artwork, or videos on their website or blog page.  

 

2. Display images of agency personnel in uniform or identifying 
oneself as a member of the St. Mary’s County Sheriff’s 
Office in a manner which is contrary to agency policy. 

 

C. Employees are responsible for all postings on their personal 

social networking sites. Should a third party post information on an 

employee’s social networking site which does not conform to the 

policies of the St. Mary’s County Sheriff’s Office, it is the 

employee’s responsibility to remove the adverse posting as soon as 

practical. 

 

D. Prior to engaging in social networking, employees are strongly 

encouraged to review the following St. Mary’s Sheriff’s Office 

policies:  

 

1. A2.06 – Code of Conduct; 

 

2. A5.01 – Media Relations; 

 

3. A5.04 – Mobile Data Browser; and 

 

4. St. Mary’s County Government IT Policy and Procedure, 

Chapter 5 - “Use and Security” policy. 

 

5.06.005 St. Mary’s County Sheriff’s Office Official Social Networking 

Websites 

 

A. The St. Mary’s County Sheriff’s Office maintains social networking 

sites, i.e. the Sheriff’s Office website and a Sheriff’s Office 

Facebook page. The maintenance of those websites is the 

responsibility of the Sheriff’s Office System’s Administrator, Public 

Information Officer, or Sheriff’s designee. 

 

B. Unauthorized postings to those sites are prohibited. This however 
does not preclude personnel from posting comments so long as 
those comments are in compliance with Sheriff’s Office policy. 


