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5.02.01 TELEPHONE USE 
 

Often a citizen’s first contact with the Sheriff’s Office is by phone.  
Therefore, it is essential that a good first impression be made when 
answering Sheriff’s Office phones, both landlines and cellular phones. 

 
5.02.001 Answering a Call (Landlines and Agency Issued Cell Phones) 
 

Incoming telephone calls will be answered as follows: 
 

A. Answer promptly. 
 

B. Before picking up the receiver, discontinue any other conversation 
or acts such as eating, chewing gum, typing, etc. that may be 
heard by the caller. 

 
C. Speak clearly, distinctly, and identify yourself using rank, last 

name, and “St. Mary’s County Sheriff’s Office” (CALEA 22.2.7). 
 

Note: Undercover calls and/or investigative calls are an exception 
to the identification requirement. 

 
D. Each employee is assigned a voice mailbox.  It is the employee’s 

responsibility to check their assigned mailbox and respond to 
messages received at a minimum of once each work shift. 

 
5.02.003 Telephone Usage 
 

Personal calls will be kept to a minimum on any agency phones. 
 
5.02.004 Policy on Cellular Phones 
 

A. The St. Mary’s County Government IT section will provide cellular 
telephones or other wireless communications devices to agency 
employees when such technology will significantly increase the 
quality, efficiency and effectiveness of direct services provided to 
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the public. It is the responsibility of all members to ensure that all 
cellular telephones and wireless communications devices are 
used responsibly, properly, and in adherence with the procedures 
set forth herein. 

 
B. The application, use and control of wireless communication devices 

shall be in accordance with all relevant policies, directives and 
practices of St. Mary’s County and the St. Mary’s County IT 
Section. 

 
C. All personnel are responsible for the proper use care of all wireless 

communications devices when assigned for their use.  Employees 
issued cellular/wireless devices shall be responsible and 
accountable for all such equipment while in their possession. 

 
5.02.005 Services Coordination 
 

Issuance 
 

A. The St. Mary’s County IT Section in coordination with the SMCSO 
IT Coordinator will issue cellular telephones or other wireless 
communications device to appropriate employees for official use.  
Requests for issuance of a cellular phone will be in writing to the 
SMCSO IT Coordinator, and issuance of a department cell phone 
or other wireless communication device shall be based on need as 
determined by the nature of the individual’s duty assignment, 
position, or function. 

 
B. The St. Mary’s County Sheriff’s Office I.T. Coordinator shall serve 

as the primary contact and liaison between the Sheriff’s Office and 
County IT regarding wireless devices. This individual shall be 
responsible for the overall agency management, distribution/ 
issuance, recordkeeping, policy and procedures, agency inventory 
control and auditing relating to wireless devices. 

 
C. Requests for repairs or replacement of damaged phones shall be 

made through the SMCSO IT Coordinator.  If the damage is 
determined to be due to abuse or negligence of the use, the user 
may be responsible for reimbursing the Department for appropriate 
costs 

 
D. The SMCSO IT Coordinator shall conduct an audit on any agency 

cell phone bill brought to his/her attention by the County, in order to 
detect and respond to abuses of policy and/or excess usage and 
costs. 
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E. A master inventory of all Department cell phones and other wireless 
devices shall be maintained. 

 
Audit 

 
A. The Department Wireless Service Coordinator shall review any 

service provider-supplied bill at the end of each billing cycle, as 
requested by County IT.  Bills shall be reviewed for accuracy and 
consistency with this policy.  Excessive usage or violations of this 
policy shall be identified and forwarded to appropriate supervisory 
personnel for investigation, review and, if appropriate, corrective 
actions as outlined herein. 

 
B. Employees issued wireless communications devices may be 

required to reimburse the Department for unauthorized and/or 
excessive usage resulting in unnecessary costs. 

 
5.02.006 Appropriate Use of Wireless Communications 
 

A. County issued cellular telephones and other wireless 
communication devices are intended for official Sheriff’s Office 
business and should only be used by agency members.  An 
employee issued a cell phone or other wireless communications 
device for their use shall: 

 
1. Ensure the proper use, care and maintenance of all devices 

issued for their use. 
 

2. Review appropriate User Guide materials and/or Instructions 
for the proper operation and care of the equipment. 

 
3. Notify the SMCSO IT coordinator as soon as practical 

regarding any damaged or missing devices in order 
deactivate service if appropriate and/or arrange appropriate 
disposition. 

 
B. County issued cellular phones may be used while on or off duty, 

however, personal use will be kept to a minimum. 
 

C. Under no circumstances shall cell phones be utilized for personal 
matters such that the employee’s attention is distracted or their 
duties compromised. Employees shall not use a department-issued 
or personal cell phone to by-pass official means of communication. 
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D. Cell phones shall not be used to call directory assistance except 
when exigent circumstances make other alternatives unsuitable. 
The member must be able to justify the expense. 

 
E. Use of call forwarding shall be discouraged due to excessive 

charges except where the functionality is necessary to the duties 
being discharged. 

 
F. Long distance cellular calls should be avoided, unless land line 

calling is not an option, and delay would interfere with the 
furtherance of official duties. 

 
G. No member shall modify their authorized use plan and/or 

equipment without prior approval. 
 

H. Installation of games and entertainment applications on to 
department-issued devices is strictly prohibited.  Any applications 
enhancing a wireless device in support of agency goals and 
operations shall be permitted upon prior approval. 

 
I. All cell phone records are subject to public disclosure in 

accordance with provision of the Maryland and Federal Freedom of 
Information Act requests. 

 
5.02.007 Use of Personal Cell Phones for Official Business 
 

A. The Agency discourages, though does not prohibit, the use of 
personally owned communications devices, however, personally 
owned devices must not be a distraction from, or interfere with, the 
performance of the employee’s duties, such as answering a 
personal call while on a call or performing an assignment. 

 
B. The County and Agency assumes no liability for the loss, damage 

or charges by an employee utilizing a personal cellular telephone 
or other wireless communications device while on duty. It’s 
important to remember that personal cellular phone and records 
may be subject to subpoena if used in the performance of official 
business. 

 
C. Evidentiary and/or incident related photographs will not be 

obtained via personal cell phone nor should such items be 
transmitted either internally or externally.  Refer to policies 
regarding collection of property and evidence for further. 

 
5.02.008 Safety and Security 
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The use of mobile devices while driving is a significant contributing factor 
in motor vehicle crashes. Under the Maryland Transportation Article, law 
enforcement personnel are exempted from restrictions on the use of 
handheld telephones when acting within the scope of official duties. 
However, Agency policy shall be that any employee using a cellular phone 
while operating an Agency owned vehicle, on or off duty, shall use a 
hands-free device or pull off the roadway in a safe location. 

 
A. Employees will not use any hands-free devices that are worn, such 

as Bluetooth earpieces, headsets, microphones, etc. 
 

B. Texting while operating an Agency vehicle is prohibited. 
 

C. The Agency shall not be responsible to the employee or any other 
party, either for payment of fines for a violation of a state’s cellular 
telephone / wireless device law, or claims arising out of a motor 
vehicle accident, which has been determined to be caused by a 
violation of the law. 

 
D. Members should also remember that cellular telephones are much 

more susceptible to being monitored than conventional landlines. 
Members are individually accountable for monitoring the 
sensitivity of their business calls and continuously scrutinizing the 
security of their conversation. 


