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2.20   IDENTITY THEFT/FRAUD 
 
2.20.001 DEFINITION 
 

Identity Theft/Fraud is a crime in which an imposter obtains personal 
information such as Social Security or driver’s license number, in order 
to impersonate someone else.  The information can be used to obtain 
credit, merchandise, and services in the name of the victim, or to provide 
the thief with false credentials.  In addition to incurring debt, an imposter 
might provide false identification to the police, creating a criminal record 
or leaving outstanding arrest warrants for the person whose identity has 
been stolen. 

 
2.20.002 REPORTING PROCEDURES 
 

A. In instances where the victim resides in St. Mary’s County, but the 
criminal incident occurs outside of St. Mary’s County, the initial 
officer shall: 

 
1. Take the report and classify it as “Fraud”. 

 
2. Contact the police agency where the criminal incident 

actually occurred for appropriate investigation. The agency 
can be located by using the National Directory of Law 
Enforcement Administrators. This book is located at the 
Duty Office. 

 
3. Deputies will provide a copy of the Victim Assistance 

Information/Checklist for Victims of Identity 
Theft/Fraud to all victims of Identity Theft /Fraud at the 
time of initial report. This checklist provides contact 
information for State and Federal agencies to streamline 
identity/fraud recovery.  (MD Public Safety Article, Title 3, 
§3-207)
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4. Deputies will briefly describe the agency referral process for 
Identity Theft/Fraud crimes occurring outside our 
jurisdiction5. Deputies should provide the victim with 
information on how to obtain a copy of the report through the 
Records Division. 

 
B. In instances where the crime occurred in St. Mary’s County, the initial 

responding officer shall: 
 

1. Take the report and classify it as “Fraud”. 
 

2. Conduct appropriate investigations on all cases not assumed 
by CID. 

 
3. Contact CID for assistance or additional resources when 

required. 
 

4. Deputies will provide a copy of the Victim Assistance 
Information/Checklist for Victims of Identity Theft/Fraud 
to all victims of Identity Theft /Fraud at the time of initial report. 
This checklist provides contact information for State and 
Federal agencies to streamline identity/fraud recovery.  (MD 
Public Safety Article, Title 3, §3-207) 

 
5 Deputies will briefly describe the agency investigative process 

for Identity Theft/Fraud crimes.  (MD Public Safety Article, 
Title 3, §3-207) 

 
6. Deputies should provide the victim with information on how to 

obtain a copy of the report through the Records Division. 
 

No specialized report forms are needed for taking the initial or follow-
up reports.  

 
2.20.003 PUBLIC INFORMATION 
 

The Victim Assistance Information/Checklist for Victims of Identity 
Theft/Fraud to all victims of Identity Theft /Fraud at the time of initial report. 
(MD Public Safety Article, Title 3, §3-207) 

 
Educational pamphlets on identity theft are available to the public in the St. 
Mary’s County Sheriff’s Office Headquarters Lobby; as well as, the two 
outposts. Information can also be accessed through the Sheriff’s Office 
website, www.firstsheriff.com. 
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GUIDE TO IDENTITY THEFT/FRAUD CRIMES 
 

 
When examining the incident for which you are 

investigating, please refer to the below listed offences 

(Forgery, ID Theft, Counterfeit, Theft Scheme, etc.) 

when describing the crime in your report. W
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Bad Checks: Insufficient funds & Stop Payment 

** Closed account (write report) 
** 

X 
 

X 
Identity Theft: Use of personal identifying info, such 

as credit card #’s, bank account #, SSN, MD Soundex 

#’s, etc. to obtain goods, credit or services. 
X 

   

Forged Checks/Counterfeit Checks: passed in 

St. Mary’s County X 
   

Elaborate Theft Schemes: Pigeon Drops, Missionary 

schemes, Bank Scams, Lottery schemes (foreign & 

domestic). 
X 

 

X 
 

Embezzlement: Theft of goods or merchandise under 

employee’s control. X 
 

 
 

Counterfeit Money: found or passed in St. 

Mary’s County (list serial numbers in report) X 
   

 

Reports forwarded to CID only after supervisor’s approval and in accordance with 
Agency Policy. 

 
Note: The States Attorney’s Office will not prosecute out of state Bad Checks. 

 

Credit Card/Identity Fraud: Officers should advise the complainant to contact the 
credit card company to cancel the account and to have the card issuer initiate an 
investigation. Officers should verify who will sustain the loss for the theft (bank or 
individual). If the credit card company is uncooperative and the complainant did not 
sustain a loss, the officer should consider suspending the investigation. Obtain credit 
card or bank statements from the victim to assist in the investigation. If the victim 
does not have the documentation when they wish to report the incident, obtain their 
information, write the initial report, and ask them to contact you when they obtain the 
necessary documents. Complete credit card numbers and/or account numbers are 
needed to initiate an investigation and should be included in the initial report. If 
possible, attempt to locate video surveillance (most surveillance video is time 
sensitive and is retained for 15 - 30 days). 
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Advise the victim to contact one of the three major credit bureaus, (Experian, 
Equifax, or Trans- Union) to obtain a credit report and have a fraud alert placed on 
their accounts. Maryland law entitles each citizen to one free credit report per year. 
 
If the victim of the credit card/identity fraud resides in St. Mary’s County, or the crime 
occurs in St. Mary’s County, the incident can be reported and prosecuted in St. Mary’s 
County. See Maryland Annotated Code CR 8-301(l) (1-4). 

 

Internet Crimes: Purchases made over the internet are no different than purchases 
made in a local establishment. If the matter would be civil locally, it would be civil 
over the internet. If a violation occurs over the internet and the victim resides in St. 
Mary’s County a report can be taken and investigated here. The officer should also 
advise the victim to notify the local law enforcement agency where the crime 
occurred. The investigating officer should utilize LInX or other web-based resources 
to determine if similar crimes have been investigated with a resolution. Utilize 
internet links listed below to determine the location of IP addresses (i.e. What 
county, state, or country). The IC3 link listed below can be used for any fraud that 
is initiated through the internet (i.e. a phone scam does not meet the IC3 
requirements for reporting). The IC3 is to be utilized for all internet crimes whether 
they originated in or out of the U.S. As well it can be utilized for charitable 
contributions fraud, computer intrusion, counterfeit check fraud, investment fraud, 
online extortion, online pharmaceutical fraud, phishing and work at home scams 
once all other investigative leads have been exhausted. 

 
Counterfeit US Currency: When it is discovered a business knowingly accepted 
counterfeit U.S. Currency please list the victim in your report as the business which 
accepted the bills, not U.S. Department of Treasury, Secret Service, etc. Make a 
photocopy of the front and back of each counterfeit bill and have it scanned into Opti-
View (the same goes for counterfeit checks). List the serial numbers associated with 
each bill in your report. ***Note- Prop Motion Picture Money has become a popular 
purchase through the internet recently. Each bill states in large letters “For Motion 
Picture Use Only”. It is not illegal to possess this fake money. It is illegal to attempt to 
pass it as legal tender. Forward a copy of the counterfeit money and/or checks to 
SMIC for comparison with their running regional log. 

 

Lottery or Sweepstakes Scams: If the victim or financial institution is not at a 
monetary loss or the victim receives a check in the mail indicating they’ve won money 
and have not attempted to cash the check, document with a report, provide the victim 
with a case number and victim’s rights pamphlet. If there are no investigative leads 
the officer should consider suspending the investigation. 
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Subpoena Requests: If an investigation needs a subpoena the officer will send a 
request to SMCSOSubpoenas@stmarysmd.com. CID will ensure completion of all 
subpoena requests to include authoring it, having it signed by the State’s Attorney 
and having it presented to the Grand Jury if required. Subpoenas which are issued 
for service in St. Mary’s County will be returned to the requesting officer for service. 
Subpoenas issued for service outside of St. Mary’s County will be handled by CID 
and the results will be forwarded to the requesting officer upon receipt.  

 

In Fraud investigations where the victim is not out any money, does not suffer any 
type of loss, or just requires a law enforcement case number: If the call is received 
by the Duty Officer or Station Clerk they should direct the person to report the incident 
through the SMCSO COLRS, if contact with an officer is in person the incident is to 
be documented with a report. If there are no investigative leads the officer should 
consider suspending the investigation. A Victim Rights Pamphlet with case number 
and an Identity Theft/Fraud Checklist will be provided. 

 

Nothing in this guide is meant to prevent officers from contacting CID whenever 

needed for assistance or advice during their investigation. Upon supervisory review 

and approval of a more complex Identity Theft/Fraud the case can be logged into the 

CID Request Ledger to be reviewed by a CID Supervisor. 

 
 Three Major Credit Bureaus  

 
Phone Number                            Web Site 

Experian 1-888-397-3742 http://www.experian.com/ 

Equifax 1-888-548-7878 http://www.equifax.com/home/ 

Trans-Union  1-800-916-8800 http://www.transunion.com/ 

 

Other Agencies / Helpful Websites 

 

US Secret Service (Baltimore Field Office):  443-263-1000 

US Postal Inspection Service:  1-877-876-2455 

https://www.ic3.gov/default.aspx (FBI Internet Crime Complaint Center IC3) 

https://www.consumer.ftc.gov (Provided the credit report info and Attorney General 

information for ID theft) 

www.Fraud.org (Stay ahead of the scams) 

https://www.identitytheft.gov/Steps (How to handle ID theft, what to do, and where to 

report)  
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https://www.treasury.gov/tigta/ (Reporting to the IRS website) 

https://www.search.org/resources/isp-list/ (Search ISP List companies Law 

Enforcement direct contact information) 

https://www.linxncr.us/Linx/login.jsp (LinX Law Enforcement Information Exchange) 

https://whatismyipaddress.com/ip-lookup (IP Lookup) 

https://www.iptrackeronline.com/ (IP Tracker) 

https://lookup.icann.org/ (Domain Name Registration Data Lookup)  

https://www.textmagic.com/free-tools/email-validation-tool (Email Address Validation 

Tool) 

 


